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What are Spam / Vishing Calls?

Spam and Vishing (voice phishing) calls are fraudulent phone calls
where scammers Impersonate trusted entities such as banks,
government authorities, or service providers. Their objective is to
deceive Individuals into sharing sensitive information or making
financial transactions.

How Does the Fraud Work?
Fraudsters typically:

e Call victims pretending to be bank officials, police, or government
representatives.

e Use urgency or fear (e.g., "account blocked,” “fraud detected,” or
“legal action required”).

e Request sensitive details such as OTPs, PINs, card numbers, or
passwords.

e Ask victims to transfer money or approve transactions under the
pretext of verification or security.

e Use spoofed numbers to appear legitimate.

How Can You Protect Yourself?

e Never share your OTP, PIN, passwords, or card details over the
phone.

¢ Do not act on urgent or threatening calls - stay calm and verify
iIndependently.

e Disconnect suspicious calls and contact your bank through official
channels.

¢ Avoid calling back unknown or suspicious numbers.

e Block and report spam numbers to your service provider.

Best Regards,
United Arab Bank (P.J.S.C.]

If you suspect any fraud or suspicious activity, please

report it to us immediately on 800474 or info(@uab.ae.
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Download the UAB Mobile App
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United Arab Bank (P.J.5.C.) is licensed and regulated by the Central Bank of the UAE.
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