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e What is Social Media Impersonation?

Social media impersonation is a type of fraud where scammers create
fake profiles or hack existing accounts to pose as trusted individuals,
brands, or organizations. Their goal is to gain your trust and trick you into
sharing your personal information, make payments, or disclose sensitive
banking details.

A How Does the Fraud Work?

Fraudsters typically:

o Create fake social media accounts using stolen names, photos, or company
branding to appear legitimate.

e Hack genuine accounts and use them to contact friends, followers, or
customers.

e Send messages requesting urgent financial help, payments, or donations.

e Share suspicious links disguised as promotions, giveaways, or account
verification requests.

e |Impersonate banks or service providers to collect personal, banking, or
security information.

Even if a request appears to come from someone you know, always verify its
authenticity before taking any action.

o How Can You Protect Yourself?

o Verify social media profiles before responding to messages or requests.

e Be cautious of urgent or unusual requests, even if they appear to come from
someone you know.

e Avoid clicking on suspicious links shared through social media.

e Never share your personal information, banking details, passwords, or login
details through social platforms.

e Report and block suspicious or impersonating accounts immediately.

Important Note: Banks and trusted organizations will NEVER ask for your
passwords, OTPs, or banking details through social media.

Best Regards,
United Arab Bank (P.J.S.C.)

If you suspect any fraud or suspicious activity,

please report it to us immediately at 09Fraud(@uab.ae.
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Download the UAB Mobile App
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Download on the /\
L App Store [l % Google Play |

United Arab Bank (P.J.S.C) is licensed and regulated by the Central Bank of the UAE.

Connect with UAB
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