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What is Phishing?

Phishing i1s a common cybercrime where fraudsters attempt to trick
Individuals into revealing sensitive information by posing as trusted
organizations. These frauds typ-ically appear as emails, messages, or
web-sites that look legitimate but are designed to steal confidential
data such as login cre-dentials, personal information, or financial
details.

How Does the Fraud Work?
Fraudsters often:

¢ Send emails, SMS messages, or links that appear to come from
banks, government authorities, or well-known companies.

e Direct victims to fake websites that closely resemble legitimate
plat-forms.

e Encourage users to click on links or download attachments to
“verify” their accounts or resolve urgent is-sues.

e Capture login credentials, banking information, or personal data
en-tered on the fake websites.

e In some cases, install malicious software (malware] that allows
criminals to gain unauthorized ac-cess to devices and accounts.

How Can You Protect Yourself?

e Be cautious of unsolicited emails, messages, or links requesting
per-sonal or financial information.

¢ Always verify website addresses be-fore entering login credentials
or sensitive data.

e Avoid clicking on suspicious links or downloading attachments
from un-known sources.

e Never share passwords, PINs, OTPs, or banking details through
email or messaging platforms.

e Access banking or financial services only through official websites
or trusted mobile applications.

Best Regards,
United Arab Bank (P.J.S.C.]

If you suspect any fraud or suspicious activity, please

report it to us immediately on 800474 or info[@uab.ae.
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Download the UAB Mobile App
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Download on the GETITON
(- App Store P Google Play

United Arab Bank (P.J.5.C.) is licensed and regulated by the Central Bank of the UAE.
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