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UNDERSTANDING DIGITAL SECURITY AND STAYING SAFE ONLINE

Your Guide to Safe Online Banking

Digital security is about keeping your personal information, devices, and banking activities protected when using the
internet. This guide helps everyone understand the risks and follow simple steps to stay safe while using UAB’s digital
services.

Know the Basics of Digital Safety

e Only login to official UAB platforms.

e Create strong and private passwords.

e Check that website addresses begin with "https://* for secure connections.
e Be cautious when receiving unexpected emails or messages.

Identify Common Online Risks

Some threats you may encounter include:

o Fake messages or emails asking for your login information.

o Untrustworthy websites that look genuine but are created to steal details.
¢ Malicious software that can harm your device or access your data.

If you notice unusual activity, fraud attempts, or suspect your account may be compromised:
e Contact UAB immediately through the official website, mobile app, or call 800 474.
e Never share passwords, PINs, or verification codes with anyone.
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