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What is Online Shopping Fraud?

Online shopping fraud is a cybercrime where fraudsters deceive
Individuals into making illegitimate purchases or sharing sensitive
Information. Fraudsters often pose as genuine sellers or mimic
trusted e-commerce platforms to exploit consumers’ trust while
shopping online.

How Does the Fraud Work?
Fraudsters use multiple tactics to trap victims, including:

o Creating fake websites or social media pages that closely
resemble legitimate online stores.

e Advertising unrealistic discounts or limited-time offers to
pressure quick decisions.

¢ Redirecting customers to fraudulent payment pages to steal card
details, OTPs, or login credentials.

e Manipulating legitimate platforms by impersonating sellers or
customer support representatives.

e Failing to deliver purchased goods or sending counterfeit or
inferior products.

These frauds can result in financial loss, identity theft, and misuse of
personal information.

How Can You Protect Yourself?

e Shop only on trusted and well-known websites or official mobile
applications.

e Be cautious of deals that seem too good to be true.

e Check website URLs carefully and look for secure indicators (such
as "https”).

e Never share your OTP, card details, PINs, or passwords with
anyone.

e Avoid clicking on shopping links received through unsolicited
emails, SMS, or social media messages.

e Use secure payment methods and review transaction alerts
carefully.

Best Regards,
United Arab Bank (P.J.S.C.]

If you suspect any fraud or suspicious activity, please

report it to us immediately on 800474 or info[@uab.ae.

WARNING:::
FRAUD ALERT
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United Arab Bank (P.J.5.C) is licensed and regulated by the Central Bank of the UAE.
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